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Virtual servers for efficient and flexible IT infrastructures

· Virtual servers can cut costs, reduce energy consumption and increase flexibility
· Commercial offerings are available from a limited number of suppliers
· Migrating to a virtualised architecture requires careful planning
· Licensing of application software may be an issue
Dave Berry, Grid Computing Now!
09 October 2008

Introduction
More and more companies and public sector institutions are switching to virtual servers to manage their IT infrastructure.  Many do so initially to save costs: in hardware, space, power and cooling.  Some choose this approach in order to be more environmentally sustainable.  And many discover that once they have a virtualised infrastructure, they gain from improved flexibility, quicker deployment times and the ability to adjust the allocation of tasks in response to changes in load.  Virtual servers can also be used to archive software releases and to implement disaster recovery.
Server virtualisation has paid dividends for many types of organisations.  In the public sector it has been deployed in clinical departments (such as the Liverpool Women’s Hospital) and in Colleges and Universities (such as Sheffield Hallam University, Kings College London and the City of Bristol College).  In the private sector, it has benefitted businesses both large (such as Merrill Lynch and John Lewis) and small (such as Trader Media).

What is a virtual server?

Many people are familiar with the Java Virtual Machine (JVM) or similar VM’s for other languages, such as.  Microsoft’s .NET runtime.  These provide a set of instructions for executing programs, independently of the underlying hardware.  That is why you can run the same Java program on Windows or Linux, on a desktop or on a mobile phone.  Virtual servers take the same basic idea of hardware independence and apply it to the whole computer, including the CPU, RAM, hard disk and network controller.  The result is a virtual computer that can run its own operating system and applications.  So you can run multiple copies of an operating system on the same physical computer, or you can run a virtual copy of Windows on a Linux machine or vice versa. 

This ability to run multiple virtual servers on the same hardware is the key point that has led to the widescale adoption of this technology.   Ordinary servers typically have a utilisation rate of less than 10% - which means that more than 90% of their computing power is being wasted.  That wasted compute power costs: the server still draws electricity, it still generates heat that requires cooling systems and it requires UPS support.  A typical data centre expends twice as much power on UPS and cooling systems than it takes to run the servers themselves.  Finally, all those servers take up space.

The promise of virtual servers is that a single computer can run the operating systems image that previously required several physical servers.  This single server will run at a much higher utilisation rate – say 60% - which represents a much better return on capital costs.  Many organisations are achieving consolidation ratio of more than 8 to 1; i.e. they are replacing 8 servers with 1 new machine.  Merrill Lynch’s virtualisation programme achieved a consolidation ratio of 18 to 1.  These figures are immediately persuasive, especially as energy costs have increased sharply.

Other benefits

Organisations frequently derive other benefits from adopting a virtualised server infrastructure.   One such is the discovery that some of their systems were no longer needed in the first place!   Each organisation will have to catalogue their existing services before migrating them to the new infrastructure; in so doing it is not uncommon to find several services that the IT department has kept running because no-one has told them that they are no longer used.  (Of course, this also suggests a lack of appropriate charging models within the organisation).

Once the virtualised infrastructure is deployed, it becomes easy to create a new instance of a service.  This can support resilience and disaster recovery strategies.  If one server fails, the services it was hosting can be quickly re-provisioned elsewhere.  Depending on the organisation, this may give it better resilience, or simply maintain an existing level of resilience with less kit.

This flexible provisioning also simplifies and accelerates the deployment of new services.  Instead of having to order, install and test new kit and then deploy and test the new service, a new virtual server can be provisioned in a matter of minutes.  This is significant in today’s marketplace, where getting a service running before the competition can make a significant impact on market share.

Another benefit can arise when testing new developments.  Instead of using a different set of servers, which will inevitably have some differences from the production servers, tests may be carried out on the same environment as the production services themselves.  Even if a test service crashes, the operators can just shut down that virtual server without affecting the other services running on the same hardware.
Finally, for software houses, virtualisation offers a one-step solution to archiving a software release.  Software producers typically store a copy of all their source code, compilers, development tools and operating systems, so that the software release can be recreated, e.g. for later bug fixing.  This task is greater simplified if the entire virtual machine is saved to disk.
Caveats

As with any new technology, there are aspects to watch out for.  When an organisation quotes an impressive-sounding consolidation ratio, it is worth bearing in mind that their new servers may be bigger and faster than the ones they have replaced.  Virtualisation will have made this possible, but a more powerful server will use more electricity and will generate more heat.

Installing a virtualised infrastructure requires careful planning.  It is important to assess your situation and needs.  Small organisations or departments, running only a handful of services, need to beware of putting all their services on a single machine without a disaster recovery plan.  Some applications may be tied to particular hardware. Each application should be tested on the new infrastructure to check for any compatibility issues.  A careful, phased migration plan is required so that each service can be tested and migrated in turn.

Different applications may require different sizes of server.  A common approach is to define a small number of standard configurations, each providing a certain number of processing cores, memory and IO access.  Applications can then be deployed on appropriately sized virtual servers.
A virtualised infrastructure may need careful tuning to eliminate performance bottlenecks associated with certain applications.  Each operating system and application must be fully tested for compatibility with the virtualised host environment.  Performance monitoring tools will be very useful to check the running of the system.
An IT manager who is considering a move to virtual servers must check the licensing situation for all the applications, packages and operating systems that he or she supports.  Some vendors may tie applications to particular CPUs.  Others may limit the number of instances that may be run simultaneously.  Some may consider each virtual server as a separate instance requiring a separate licence; others may not.  It is important to resolve these issues and to have an appropriate licence management service to support the new infrastructure.

Finally, do not underestimate the complexity of managing multiple virtual servers.  You will need tools to deploy and manage the server instances, to monitor load and to report problems.  The operation of a virtualised infrastructure requires appropriate tools for system administration.  And of course the operators will need to be trained in the techniques required to administer the new system.
Software vendors

VMWare is the market leader in virtualisation software but newer players are making substantial inroads.  Citrix provides commercial tools and support for the open-source Xen system, which is itself shipped with several Linux distributions.  Microsoft provides its own solution for Windows servers. 

The bigger picture

Virtual servers are another step towards commodity computing.  By making the execution environment independent of the hardware, they allow IT managers to deploy the virtual instances on whichever hardware is most appropriate.  There are several further steps that can lead further along this road.

Server migration is the idea that a virtual server may be moved from one machine to another without a noticeable break in execution.  This allows the deployment of virtual servers to be varied in response to changing conditions.  For example, if workload reduces from a peak, instances can be moved to a smaller number of computers and the unused machines can stand by until needed, thus saving power.  VMWare provides such a migration tool.

Cloud computing allows users to purchase compute power from a third party provider. If you are running your applications on a virtual server, there is no inherent reason why you need to own the hardware on which it runs.  It may make more financial sense to outsource your computing power entirely.  Or, if that scenario is too extreme, you could use a cloud computing provider to cover periods of peak use, allowing you to optimise your hardware provision for average loads.

Virtualisation, migration and cloud are all aspects of the vision of a computing grid.  A grid infrastructure provides resources on demand, automatically moving services to the most appropriate hardware, whether that hardware is provided locally or remotely.  This vision has yet to materialise in full, but the systems that form part of this vision are already making gains for IT infrastructures in organisations of all shapes and sizes. 
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